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TL elvall o KuBepvoxwpoc? ¥ enisa
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..0AAQ n 6uvat0tnta tnq 6uvauu(r|q SltaclvdEONC TOUC HE OKOTIO
NV avtaAAayn SESopEVWV.
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O KUBEPVOXWPOG TOTIOG EYKANUATWV.. g,
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... KUBepvoxwpoc avayvwpilletal cav XwpPog yLot EYKANUOTIKEC
npacelc, medlo eMYEPNOEWV, TTESLO LAXNG..

..... LLOVO TTOU....
oL AAAa tedla £Youv CUYKEKPLUEVA cuvopa/oploBEtnon...

otov KuBepvoyxwpo cuvopo sival KaBe IP (kaBe pia cuokeun)!!!
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To eminedo KwSUVou GToV KUBEPVOXWPO  enisa

*

Moloc emutiBetal os nolov/oe TL?

Me kUplo evbladEpov xprion, avtiypadn, anobrnkevon, ofnotpo, avtaAlayn
nAnpodoplwv
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... OAOYEC OTNV APXLTEKTOVLKI)... * enisa
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Ta “ovotatika” Twv KUBepvoamelAwyv..

 Toa epyaleia eniBeong

* Ta tpwtd/acbevr onueio tou BUHATOC
* H otpatnylkn ektEAeonc tn¢ enibBeong
e O TeAKOC OKOTIOC TNC €TiBeONC

 Toa KivnTpo Tou emITIOEUEVOU

e To eninmedo IKAVOTATWVY TOU ETTIOEUEVOU
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Mola elval ta “epyalela” Twv embecewv? .,

MoAAOQTIAQ KOl TTOAUTIOLKLAQL
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Assessed Change in

TopThreats 2017 yrengs2017  ranking

O

1. KMalware

2. Web based attacks

3. Web application attacks

4. Phishing

5. Spam

6. Denial bf service

7. Ransormware
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O 2

9. Insider threat

10. Physical
manipulation/damage/
theft/loss

O
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O OKOTIOG TOU OLKOCUOTAHUOTOC ¥ enisa
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- Threat
Intelligence

Analyst

Information
Collection &

Intelligence
Ecosystem

Decisioning

https://www.nuspire.com/technologies/threat-intelligence/
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Xpnon mtAnpogop
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H avaAuon kuBepvoarmelAwy ival < emisa

x

avayKaLotnTa e

Mo voL TPOCOPUOCOUE TNV TaxuTnta avtidpaong ...

000

otTa avaykaio ylo tnv eroxn emnineda...
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KUBEpVoaTELAEC
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MéBodbol emibécewv
KakoBouloL mapayovteg

156nuepo deAtio
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TLAEVE OL OTATLOTLKEC? * enisa

ATIO TOL KATAYEYPOAUUEVO KUPEPVO-TIEPLOTATLKAL:
* KuBepvoeykAnua 75%
 ApAon LUCTIKWYV uTtnpectwyv 20%

* Yrolouta 5% (eumeplexel kuPepvomoAepo)

MoteveTal 0Tl HOALS 25-50% Ttwv cupBaviwyv dnAwvovtal n
ylvovtat yvwota!
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YrtoudooteEPEC AVaOUOEVEC KUBEpVOATIELAEC....

*  AlodOPEC TAXUTATWY UETAEY EMBECEWV KOl AUUVOLG

* 'EA\ewpn emevbuoswv
* 'EAAewpn avOpwrt. Suvapikou
e 'EAAewn kavotnTwv

e Eumoplkomnoinon twv tpwtwv/aoBevwyv onueilwv

*  “Oeopkol emevduteg”
«  KuBepvoéykAnua

*  ATELAEC TWV EKAOTOTE SNUOKPATLWV

* ATOKTNON EUTMLOTEVUTIKWY SESOUEVWV
e Emuppor ota HECA KOWWVLKNG SIKTUWONC

*  ANE\EC TWV KpLoLUwV uTtodop WV

*  AVTIUETWIILON MOVIMWV aTmtelAwv (APT)
* Alaodpaiion oAUTTAOKWV UTLOSOUWV

A. Mapivog, ENISA

13



H avaAuon kuPBepvoarmelwy eivat .+,

x

Baowko epyalelio... x enisa

X *

Risk Management

Cyber Threat
Intelligence
-~ @

.. olyoupa NpBOe yLo va pelvel
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Euxaplotw yla tTnv npoooyxn cog!

@ PO Box 1309, 710 01 Heraklion, Greece

@ Tel: +30 28 14 40 9710

p%d info@enisa.europa.eu

@ WWW.enisa.europa.eu




XpAoLpol cUvSeapoL + emisa

https://www.enisa.europa.eu/publications/enisa-threat-landscape-report-2017

ENISA online tool:

https://etl.enisa.europa.eu

ENISA Infonotes:

https://www.enisa.europa.eu/publications/info-notes#c5=2008&c5=2018&c5=false&c2=infonote publication date&reversed=on&b start=0

CTI EU:

https://www.enisa.europa.eu/events/cti-eu-event

ENISA NIS Summer School:

https://nis-summer-school.enisa.europa.eu/

EU NIS Directive:

https://ec.europa.eu/digital-single-market/en/network-and-information-security-nis-directive

EU takes action on fake news:

http://europa.eu/rapid/press-release MEMO-18-3371 en.htm
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