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British Airways data 
breach

• BA announced that 380,000 card payments were 
compromised 

• Breach relates to bookings made between 10.58pm 
on 21 August and 9.45pm on 5 September 2018.
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Data breaches in the last 8 years 
The last 8 years more than 7.1 Billion identities have been exposed in data 

breaches 
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 Zero-day vulnerabilities 
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Number of mobile malware detection 
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https://www.gdatasoftware.com/blog/2018/02/30439-2017-ransomware-lessons-learned
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/view/index.shtml greece
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https://www.insecam.org/



SCADA   
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Vulnerabilities  in ICS 

• In 2016 attacks have been reported in Israel, 

Turkey & Finland

• In 2015 a malware in Ukraine trigger an hours-

long blackout affecting about 80,000 people

“Every component in the grid that has 
become digitized is becoming an attack point”
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What ECSC is about 

• It is acknowledged that there is a growing need for IT 
security professionals worldwide

• To mitigate this shortage, many countries launch National
Cyber Security Competitions

• The aim of these competitions are: 

1. Find new and young talents in cyber security 

2. Encourage young people to pursue a career in cyber 
security

• The European Cyber Security Challenge – ECSC adds a
Pan-European layer on these National Competitions
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The European Cyber Security 
Challenge - ECSC

• It is an initiative of the European Commission supported by ENISA

• Annually, the competition brings together young talents from 
European Countries to have fun and compete in cyber security

• The goal of ECSC is to place Cyber Security at the service of 
humankind 

• Promoting:

• An open, safe and secure cyberspace

• A peaceful society with democratic values

• Free and critical thinking

• A Cyber Security championship
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Steve Purser 
ENISA Head of Core Operations Department 
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• Europe is lacking people with strong cybersecurity skills

• Not only do we not have enough people with experience in 
implementing security in the real world, 

• We also do not have enough people with an adequate 
knowledge of security techniques. 

• That is why we encourage young people to pursue a career in 
cybersecurity.”



Competition  - CTF 

Hellenic Cyber Security Team 2018 19



Competition  - Isolated
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Competition  
- Required 

skills 
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Competition   

• It will be based on the educational exercise Capture-The-
Flag  (CTF), which gives the participants experience in: 

• Securing a machine or an application

• Conducting and reacting to attacks found in the real 
world

• Challenges will include: 

• Reverse engineering, network sniffing, protocol 
analysis 

• System administration, programming, cryptoanalysis 

• Web security, forensics, mobile security   

• In both styles: (a) attack/defense and (b) Jeopardy  
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www.ecsc.gr

@ECSC2017HellenicTeam

European Cyber Security Challenge - Hellenic Team

@ECSCGR

xenakis@unipi.gr stet@ssl-unipi.gr ecsc@unipi.gr
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