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Data Volume Growth Continues @ Rapid Clip...
% Structured / Tagged (~10%) Rising Fast...
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B ”tlSh Al rwayS d ata * BA announced that 380,000 card payments were

compromised

breaCh e Breach relates to bookings made between 10.58pm
on 21 August and 9.45pm on 5 September 2018.
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The last 8 years more than 7.1 Billion identities have been exposed in data
breaches

5 of the 21st century
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SOURCE: CSO
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Number of new malware specimen
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Mobile vulnerabilities reported, by operating system

10 Blackberry
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RANSOMWARE: TOTAL DAMAGE COST

https://www.gdatasoftware.com/blog/2018/02/30439-2017-ransomware-lessons-learned

14

12 $11.5BILLION

10

$5BILLION

$1 BILLION

$0.325 BILLION
] e |
2015 2016 2017 2019

Hellenic Cyber Security Team 2018



B —

AQYHIAN

_ i Q)
WA W Qiae’

e
me

¢ The underground marketplace

Ransomware DDoS short duration

toolkit (<1 hr)

g B

Android banking Trojan Credit cards

Gift card Cash-out service
. 20%- 40% s 10%-20%

(of facevalue) {of acct. value)

Documents
(Passports, utility bills)

Cloud service account

Where

has a price




Shodan: The loT search engine for watching
sleeping kids and bedroom antics

[Opinion] Shodan is not the devil, but rather a messenger which should make us take responsibility for our own
security in a world of webcams and mobile devices,

a By Charlie Osborne for Zero Day | January 26, 2016 -- 1143 GMT (1143 GMT) | Topic: Security

The most shocking of Shodan SEE FULL GALLERY

SEE FULL GALLERY
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a. SHODAN webcam (o} Explore Enterprise Access Contact Us
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https://www.insecam.org/
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Vulnerabilities in ICS

S C‘ \ D‘ \ FIGURE 1: ICS-SPECIFIC VULNERABILITY DISCLOSURES BY YEAR

TWO-YEAR ROLLING AVERAGE

* In 2016 attacks have been reported in Israel,
Turkey & Finland
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CYBERSECURITY BUSINESS REPORT

By Steve Morgan, CS0

NEWS

Cybersecurity job market to suffer severe
workforce shortage The global cybercrime epidemic - predicted to cost the world $6 frillion annually

by 2021 - is creating an unprecedented shortage of cybersecurity workers.

» The Palo Alto Research Center and Symantec have both projected the
demand for cybersecurity talent would rise to 6 million jobs (total jobs, filled

and unfilled) globally by 2019.
* Cybersecurity Ventures predicts there will be 3.5 million unfilled

cybersecurity positions globally by 2021. Every IT position is also a

cybersecurity position now. Every IT worker, every technology worker,
needs to be involved with protecting and defending apps, data, devices,
infrastructure, and people. If that is true, then the cybersecurity workforce

shortage is even greater than what the numbers suggest.

« The cybersecurity unemployment rate was zero percent in 2016, and it's
expected to remain there from 2017 to 2021. "The field of cyber security is
the least populated of any field of technology," according to John McAfee.

Hellenic Cyber Security Team 2018 There are two job openings for every qualified candidate.
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What ECSC is about

It is acknowledged that there is a growing need for IT
security professionals worldwide

To mitigate this shortage, many countries launch National
Cyber Security Competitions

The aim of these competitions are:
1. Find new and young talents in cyber security

2. Encourage young people to pursue a career in cyber
security

The European Cyber Security Challenge — ECSC adds a
Pan-European layer on these National Competitions
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The European Cyber Security
Challenge - ECSC

It is an initiative of the European Commission supported by ENISA

Annually, the competition brings together young talents from
European Countries to have fun and compete in cyber security

* The goal of ECSC is to place Cyber Security at the service of
humankind

* Promoting:
* An open, safe and secure cyberspace
* A peaceful society with democratic values
* Free and critical thinking

* A Cyber Security championship
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Steve Purser
ENISA Head of Core Operations Department

Europe is lacking people with strong cybersecurity skills

* Not only do we not have enough people with experience in
implementing security in the real world,

We also do not have enough people with an adequate
knowledge of security techniques.

That is why we encourage young people to pursue a career in
cybersecurity.”




Competition - CTF

Attack & Defense

CTF Web Apps

Remote Deskto
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Competition - Isolated

Isolated Environments

Jeopardy - Isolated

O
0

O

_|
@
)
3
(V]

[ X N
FEE(P) Cyber Range
moat | B8 &

CTF Web Apps

O
O

Hellenic Cyber Security Team 2018 20




1 & 7 D

Operating Systems Forensic Analysis Web Hacking Crypto Puzzles
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Esteganography Database Security Code Analysis Cryptography
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Secure Programming Penetration Testing Network Security Miscellaneous
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Competition

* It will be based on the educational exercise Capture-The-
Flag (CTF), which gives the participants experience in:

* Securing a machine or an application

* Conducting and reacting to attacks found in the real
world

e Challenges will include:

* Reverse engineering, network sniffing, protocol
analysis

e System administration, programming, cryptoanalysis
* Web security, forensics, mobile security

* In both styles: (a) attack/defense and (b) Jeopardy
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