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AQACELS TWV NATOYWY, UATACUELAGTWY, YOVOTWY, OLLYELOL-
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AOY WV, YL T OLOLTY|OY|OY] TNG TTOLOTINYG AELTOLEYING TNG
LTTOOOWUYG OE TEPINTWAOY| ETLOECEWY, ATLYNUATWY, CPUAUL-
TV, OGO oL YLOL TNV TAYELX VarA Y] TNG LTTOOOUNG ETA
®TO TETOLO YEYOVOC.
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OLGLEG, ENQNNTIUOL HAT.).

B Y UYXEVTOWO n)mﬂoaptou (}LﬂSYOC noXeLg, U1 TQOTO-
AELC, TIEQUPEOELOMDLNEVIE)-

B 2 0Y%EVTEWOY] €60VGLNG (OLOVOLINTGHAL TOALTIUNCG,
slowmd onig TTIE not ot Bropnyovio 1oothwy).

..Ol GUYUEVTPWGELG OLUOVOUINYG XL TTOMTIUNG €EOVGL-
LG ELVOOLY TV CLYMEVTOWGY] eVEQYELXG (GLVNDWG [Le-
oW ¢ aneAeLUEQWONG LyoP®Y), 1) OTOLA TELVEL VO

7Y oL Palvel oe TEQLOYEG e TOAL peyaro TAnbuopo.
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Severity (in US$)

I Increasing consensus around risk

250 billon - 1 tilion ‘more than 1 tilin| >

50-250 billion

0-50 hillion

1

2-10 billion

. otechnology

m Petrenchment from ,
B obalization Il Asset price collapse

Interstate and

|| ics civil wars | il e
B Pandemics B 0il price shock

B China economic hard landing

| Middle East B Transnational crime-and corruption

instability @ kdown of Cli

i Lhronic disease In
2 , "t developed countries
NatCat: I Tropical storms  BS Giaiiiyy 1egnies :

NatCat: Il Earthquakes B Developing world disease

Coming —
B fiscal crises 0 Climate change

NatCat: B8 Inland flooding B Loss of freshwater scé'.'iues
Failed ani failing states
B Proliferation of WMD

B International terrorism

below 1% 5-10% 10-20% _HM»
Likelihood




Koiotpeg Ynoﬁopteg nan.z;é_ﬁuveuouv.

H neointtwon tov HITA—
m Agriculture and Food """f’*""‘-‘iir-a!-ﬁportatlon

- To cbvoio Ty

Kototpwy Ymodoopmy
] eENOTOLTON OLTTO TV] Y OY|0Y]
. Yrobopwy TITE

104 nuclear power plant
80K dams

3,000 government facilities
460 skyscrapers

m 2B miles of cable

m Energy
= 2,800 power plants
m 300K production sites




Year

1995 Ve =

NAVSTAR
GPS Declared = '
Operatioial Enoyn tov Awxotrpatog I~ Sputnik 14957

Konrad Zuse - Z7
Computer 1936

1963 Fir

Computerized
Database

. Benjamin Franklin
1875 First

Electric Street
Lighting

1747

E&aotnon ano
nic TTIE




Outovopineg &oco‘cd_cot

TTOOGTUGLOG
%ﬂmﬁepwv

CCcommuyuicat 7 :_:' ‘ $1012 - Tﬁ.liion

r|||Jrr/
(DA

“Méoo X0OGTOG
evog ICBM

\$10° - Billion

$638M M| ~$10-50M

I $10° - Million
$100M' Satellite
™) $2000

$10° - Thousand




20yxoron Koretotntac AR06opmwy

e == i

i — -
g e

Electricity Satellite
Systems

Complexity Physical

Speed of change

Dependence On other infrastructures
(interconnected-
ness)

For other infrastructures
Intra-infrastructure

ICT control

Yulnerability External impact”
Technical/human failura

Cyber attacks

Infrastructure characteristics

Terrorist target

Market Degree of liberalisation

environment Adequacy of control

Speed of change

Colors are used to judge the performance level;

corresponds to the worst, to an adequate performance with regard to the considered criterion,

transitions indicate changes.
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B Meydlo LEQOC UQIOLLWY DTOOOUWY AVYUEL GTOV LOLWTIXO TOPEN, IO -
OTWG %L O ONPOGCLOG - ELVUL ETLOETNG OE CYAAUATO, KOTOYLEG KO
OLY VY| AOLVULA LUAVOTIOLY|OYG TWV ATALTYCEWY TWY TOALTWY-TIEAXTWV.

B Ot mboveg eMNTWOELS ATLYNUATWY, CYAAUATWV AL XGTOYLWY ELVOLL
otefivelg no yewypoupmmor eXTEVELS.

® To minlog twv ®plotpwy vTodopwy auéavetet xot 1 aAAnie€aoTnon
00g, #a00E Hot 7 e€&@rRoY dddeVaTd wu e, StevpiveTar.

m Ovvrnodopeg TIIE tetvouy, tayvtata xot drebveg; vo natootoly
LTTOOOUEG-DTOCOUWV.

B H emdiwin yoe avantugy aopalwy OAOXANOWUEVHY TAY|QOPOLAAWY
CLOTNUATWY OLVEL T Beom TS 0TNY AVATTLEY ACYAAWY TANEOYOPLA-
AWV LTTOOOUWV.

M vea emtotnpoviny meptoyn mtbavewg avaobetar: Critical Infra-

Ay structures Management and Engineering
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